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STAYING SAFE ONLINE
Session plan



AT A GLANCE
This session will introduce your learners to the basics of e-safety. They will learn about 
the different online threats and what they can do to ensure they stay safe online. This 
session has been made in partnership with Tesco. 

Please note: using these materials may help to evidence learners’ achievements for the 
qualification; however, it is a centre’s responsibility to ensure all evidence produced 
meets the required learning outcomes and assessment criteria.

LEARNING OUTCOMES
 Know what e-safety means

 Identify different types of online threats

 Understand how to stay safe online

ACTIVITIES
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ACTIVITY TIME PAGE
Introduction 5-10 minutes 03

Safe or unsafe online behaviour? 15 minutes 04

Online threats 5 minutes 06

Fake news 15 minutes 07

Phishing 15 minutes 09

Safe and secure passwords 10 minutes 11

E-safety experts Dependent 12

Wrap up 5-10 minutes 13

MATERIALS
 Staying safe online 

PowerPoint presentation

 Scenarios worksheet

 Materials for activity 
(page 12)

 Online safety poster 
(optional)

 Computer with internet 
access (optional)

LLN OPPORTUNITIES
 Reading and making 

judgements

 Writing and presenting 
pieces of advice

QUALIFICATION 
OPPORTUNITIES
 Digital Skills - LO: 

Understand e-safety



 

INTRODUCTION
ACTIVITY STEPS
1.  Introduce the learners to the topic by explaining that you will be 

looking at how they can stay safe when online.

2. Ask the group:

•  What does e-safety/online safety mean to you?

• Why is it important?

 

3. Explain that e-safety, internet safety, cyber safety and online safety 
all mean the same thing - being safe on the internet!

4.  Talk through the SMART rules on slide 2 of the supporting 
presentation. These rules offer advice on what you can do to be 
safe on the internet.

TIME REQUIRED
5-10 minutes

MATERIALS
 Staying safe online 

PowerPoint presentation
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OPTIONAL EXTENSION
Can the group come up with another mnemonic to help rein-
force e-safety?

QUALIFICATION 
OPPORTUNITIES
 State what is meant by 

e-safety



 

SAFE OR UNSAFE ONLINE BEHAVIOUR?
ACTIVITY STEPS
1.  Tell the learners that many online threats can be avoided by 

ensuring that you behave in a sensible and vigilant way.

2. Show the group the scenarios on slide 3 of the supporting 
presentation. Discuss whether they think the behaviours listed are 
acceptable or not and why.

 Suggested answers:

1.  No - You should never give out your contact details to anyone 
you meet online. Not everyone online is who they say they are. 
Always tell an adult or someone you trust about this.

2.  No - Shoulder surfing is when someone looks over your 
shoulder whilst you are on your mobile/device and sees your 
information. Always be aware of your surroundings and do not 
conduct activities that could be seen by others (especially 
when looking at sensitive/personal information).

3.  No - Sharing any information that has defamatory or 
inappropriate language is unacceptable.

3. Put the learners in pairs or small groups and give them a copy of 
the Scenarios worksheet. Tell them to choose one scenario from 
the worksheet and to discuss whether they think this is safe and 
acceptable behaviour and the reason why/why not.

 Alternatively, you can cut them into separate cards and hand out 
different cards to different groups.

TIME REQUIRED
15 minutes

MATERIALS
 Staying safe online 

PowerPoint presentation

 Scenarios worksheet

Session plan: Staying Safe Online | 04

ADVISER GUIDANCE
You should read the scenarios on the worksheet before hand-
ing them out to the learners. You may want to avoid sharing 
any that may be too relatable or sensitive to your particular 
group. 

Alternatively, you could select just one of the scenarios from 
the worksheet that everyone has to discuss and feedback on.

QUALIFICATION 
OPPORTUNITIES
 Identify types of online 

threats

 How to protect against 
online threats



 

4.  Encourage the learners to share with the wider group what scenario they discussed and why they think 
it is acceptable or unacceptable online behaviour. Facilitate group discussion where there appears to be 
different points of view and try to come to a consensus of the most sensible and safe behaviour.

 

Suggested responses:

Scenario 1 - Unacceptable/unsafe behaviour

•  Sharing any images or texts with others without the consent of the individual concerned is unacceptable, 
and could potentially harm your future employment prospects. Depending on the age of the person and 
nature of the photos, it could also be illegal.

• Once an image has been shared online, it is available for anyone to see and download. 

• Think about the young person who is unaware that her photo is being shared and circulated. How would 
you feel if this photo was of you and your friend had done this to you?  

Scenario 2 - Unacceptable/unsafe behaviour

• Never arrange to meet with strangers. 

• Your online friend may not be who they say they are (false name, age, gender, photo and information).

• Be safe, think about your personal security and do not give out your personal information to people you 
don’t know

Scenario 3 - Unacceptable/unsafe behaviour

• Regardless or not if this is a present, always tell an adult if you are purchasing something online and using 
their payment details. 

• Cyber criminals work in very sophisticated ways even cloning websites you may consider to be trusted 
(e.g with a padlock in the URL bar), which could potentially lead to card payment details being cloned 
and used for online purchases. Always look for the genuine website through a trusted provider or look up 
reviews of the website.

Scenario 4 - Unacceptable/unsafe behaviour

• When in a public space e.g. a coffee shop, shopping centre, etc. always make sure you don’t leave your 
personal items unattended. 

• Criminals are always on the look-out for opportunities to steal anything of value that they can. 

• Laptops are not only valuable because they can easily be resold, but because they hold your personal 
information.

• Always protect your laptop/phone with secure passwords, never keep personal information openly 
available and ensure any photos you have are backed up separately.
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ONLINE THREATS
ACTIVITY STEPS
1.  Working as a group, create a mind map of as many online threats 

as you can think of. You may want to start the discussion by adding 
and talking through a couple of examples from the list below. 
Record the group’s thoughts on a whiteboard/flipchart.

 Suggested answers:

•  Phishing  - when criminals try to convince you to download/ 
open an attachment or click on links within a scam email or text 
message, or to give sensitive information away (such as bank 
details)

• Fake news

• Identity theft

• Password theft from hackers

• Malware - Short for ‘malicious software’. Programmes that 
damage your computer called viruses, steal your personal 
information (called spyware), display unwanted adverts (called 
adware) or expose your computer to hackers (called Trojan 
horses)

• Viruses - Software that does different things, such as delete 
files, steal data or even take over computers for hackers to 
control. Viruses find their way into computers via email, from a 
file downloaded via the internet or from a disc or USB

• Spyware – Programmes that secretly monitor your actions. 
Software companies have been known to use spyware to 
gather data about customers

• Cyberbullying - Bullying behaviour through e-mail, mobile 
phones or posts on social networking sites

• Cyberstalking - Stalking someone online (the victim may be 
unaware that this is happening)

• Clickbait - A link enticing you to click on it and used as a way of 
getting more views (often seen with YouTube videos)

• Smishing – SMS phishing, an activity enabling criminals to steal 
victim’s money, identity or both because of a response to a text 
message

• Shoulder surfing – People looking over your shoulder at your 
computer/smartphone/tablet and accessing your information

TIME REQUIRED
5 minutes
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MATERIALS
 Staying safe online 

PowerPoint presentation

 Whiteboard/flipchart

QUALIFICATION 
OPPORTUNITIES
 Identify types of online 

threats



 

FAKE NEWS
ACTIVITY STEPS
1.  Tell the learners that you are going to focus on 2 of the most 

common online threats: phishing and fake news. 

2. Explain to the group that fake news is something that we are 
bombarded with every day and it is increasingly difficult to know 
what is real or not. Just because something is mentioned online 
does not mean it is factually correct or real. 

3. Ask the learners if they have ever come across fake news before. 
How could they tell it was fake? Have they seen fake news in any of 
the formats listed on slide 4 before? 

 Explain that fake news doesn’t have to be on fake news websites, 
it can be in the groups that you join, the posts and stories that you 
read or even messages from your friends and family!

 As you talk through each example, offer the following advice:

• Groups - When you’re thinking about joining a group think 
about who will be in it, are they people you know and trust? 
What’s the topic of the group? Try to do your own research 
and find evidence from trusted sources on a topic before you 
consider joining.

• Posts and stories - Each one of us can post what we like on 
social media without being fact checked. Remember to treat 
posts the same as articles and ask yourself who it’s from, why 
they’ve posted it and what trusted sources say. Avoid clicking 
on links too, unless you are 100% certain that it is trusted. For 
example, you may receive a link to a website with a virus which 
will infect your computer or fraudsters trying to get you to hand 
over personal details. 

• Messages - You might get a message claiming to be from a 
trusted source when they’re actually false, such as a family 
member with a miracle cure. In our minds we might believe 
this and think this can be trusted, but in truth the source is 
made up and we could find this out easily by searching the 
web or looking on a trusted site (fact checking).

TIME REQUIRED
15 minutes

MATERIALS
 Staying safe online 

PowerPoint presentation
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QUALIFICATION 
OPPORTUNITIES
 Identify types of online 

threats

 How to protect against 
online threats



 

4. Go through the SHARE tips on slide 5 of the supporting presentation. This is a good summary of advice on 
how to judge whether something is fake news or not. Source: https://sharechecklist.gov.uk/

5. See if your learners can spot the fake headlines. Show them the headlines on slides 6-8 of the supporting 
presentation and discuss whether they think they’re fake news or not and why.

 Answers:

1.  Real! This is really happening! Nasa will be building a 4G network on the moon, enabling them to 
control lunar robots. This story was reported by Newsround, The Independent, and several other sites: 
https://www.bbc.co.uk/newsround/54611342

2. Fake! Some real guidance given by a university was misreported to seem more dramatic. 

3. Fake! This story was completely made up and shared by a satirical news site. Always check the source 
– is it a professional news site? Have you heard of them before? Check if anyone else is reporting the 
story as well!

6. Go through the summary of advice and useful links on slide 9 of the supporting presentation. Explain that 
the links are from well-known websites offering good advice if you ever need to double check information 
you have read. There are others you can trust too, and you can even get another opinion from your parents/
carers, teachers or another adult you trust.
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https://sharechecklist.gov.uk/
https://www.bbc.co.uk/newsround/54611342


 

PHISHING
ACTIVITY STEPS
1.  Explain that you are going to look at one more online threat: 

phishing. You may have already discussed this when you came up 
with different online threats as a group, but ask the group if anyone 
knows what it is. 

2.  Explain that phishing is when criminals try to convince you to 
download/open an attachment, click on links within a scam email 
or text message or to give sensitive information away. Slide 10 of 
the supporting presentation has more information that you can 
share.

3.  Ask the learners if they know any ways to spot a phishing/fake 
email. Next, show them slide 11 of the supporting presentation 
which explains ‘CAUSE’ - a useful way to judge if an email is 
legitimate or not. 

 As well as the text on the slide, you may want to elaborate on the 
points, using the information below:

 C (Current events) - Criminals often exploit current news stories, 
big events or specific times of year to make their scam seem more 
relevant to you.

 A (Authority) - Criminals often pretend to be important people or 
organisations to trick you into doing what they want.

 U (Urgency) - Criminals often threaten you with fines or other 
negative consequences.

 S (Scarcity) - Fear of missing out on a good deal or opportunity can 
make you respond quickly.

 E (Emotion) - Criminals often use threatening language, make false 
claims of support or tease you into wanting to find out more.

 

4.  Show the learners the examples of phishing emails on slides 12-13 
of the supporting presentation. Ask them how they might be able 
to tell that these are fake emails?

 

TIME REQUIRED
15 minutes

MATERIALS
 Staying safe online 

PowerPoint presentation

Session plan: Staying Safe Online | 09

QUALIFICATION 
OPPORTUNITIES
 Identify types of online 

threats

 How to protect against 
online threats



 

Suggested answers:

• Both emails have spelling, punctuation and grammatical errors, e.g. email 1 ‘corona virus’ and email 2 
‘precaution measure’.

• Both emails offer unrealistic, unlikely rewards, e.g. email 1: a measure to save you from Coronavirus 
and email 2: money.

• Email 2 - The email address is not correct in format - anything from the UK government website will 
end in gov.uk. Also explain that even if an address does end with gov.uk, they should never click on a 
link like this. They should visit a gov.uk website instead.

5.  Run through DART on slide 14 of the supporting presentation, which offers advice on how to avoid 
being phished. Remind them that even if the email seems to come from someone you trust, their 
account may have been hacked or spoofed. Also, a doctor (or any other official source) should never 
ask you to supply personal information via email. If you have any doubts about a message, inform your 
parents/carer, teacher or another adult you trust.

6.  To consolidate their understanding, see if the learners can tell whether the emails on slides 15-16 of 
the supporting presentation are genuine or not and how they can tell.

 Email 1 - Fake:

•  The email has been sent to “undisclosed recipients” – if this was genuine, it would have gone to all 
employees of that organisation.

• The title incorrectly spells Coronavirus.

• The grammar/punctuation is a giveaway – no capital letters, no question marks and the incorrect use 
of full-stops.

• The signature, company logo and business premises address are missing from the end of the email.

 

Email 2 - Fake

•  Tesco would never send an email from anything other than a ‘tesco.com’ email address.

• Tesco would never send a link with “Click here to Register” in their email.

• Tesco would never sign “… The Tesc0 team”.

• Tesco would never send a generic email using “All users” in the content.

• Spelling/punctuation/grammar, e.g. “ To Qualify…”.
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SAFE AND SECURE PASSWORDS
ACTIVITY STEPS
1.  Ask the learners to discuss in pairs and then share: what makes a 

password strong and why it’s important to have a strong password.

2.  Run through the tips for how to create a safe, strong password on 
slides 17-18 of the supporting presentation. Explain that passwords 
that have a link to your personal life are easier for people to guess, 
especially if you share things about yourself on social media.

3.  When explaining how to create a strong password, tell the learners 
that a ‘separate’ password means having different passwords for 
different accounts/websites. This means that if a cyber criminal 
steals a password, they won’t have access to all your accounts. 
Reassure the learners not to worry if they now think their passwords 
aren’t strong, they can easily be updated.

4.  Tell the learners that anything can be cloned by cyber criminals, so 
it is really important that they remain vigilant at all times and always 
check a trusted source to get to a website. Finally, use caution when 
entering details onto a page instead of following any links in emails/
texts. Ask them how they can tell if a website is secure. Suggested 
answers:

•  The URL starts with https: instead of http:

• The characters all look correct, e.g. google and not g0ogle

• There is a padlock next to the URL

5.  Do the quick ‘Safe and unsafe passwords’ quiz on slides 19-21 of the 
supporting presentation. You could do this as a group or split the 
learners into small teams. Explain that there may be more than one 
correct answer.

 Answers:

1.  B or C - A has his name and the most common numbers to 
remember are 123. D has his name and his birthday.

2. A or C - Using a mix of upper and lowercase letters, numbers and 
punctuaton make a password harder to guess.

3. A or D - They have a good mix of lower and uppercase letters, 
numbers and punctuation and they do not include personal 
information, e.g. his name or his pet’s name.

TIME REQUIRED
10 minutes

MATERIALS
 Staying safe online 

PowerPoint presentation
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QUALIFICATION 
OPPORTUNITIES
 Features that make a 

password secure



 

E-SAFETY EXPERTS
ACTIVITY STEPS
1.  Tell the learners that they are now on their way to being e-safety 

experts. So, they will be offering advice to teenagers that need 
their help! Either in small groups or as individuals, the learners 
will create a short podcast, vlog or online article that responds 
to teenagers’ frequently asked questions about how to stay safe 
online.

3.  Their podcast, vlog or article needs to answer the following 
questions (also listed on slide 22):

•  What does e-safety mean?

• What are three examples of online threats?

• What are three ways to avoid online threats?

• What are three ways to make a password secure?

• What are two ways to tell if a webpage is secure?

4.  Encourage the learners to be creative with their output. Imagine 
they are hosting or writing to other young people their age. They 
could:

•  Be conversational and explain things in ways that other young 
people will understand

•  Include an introduction that welcomes their listeners/viewers/
readers, and a summary that offers words of encouragement

• Come up with a name for their podcast/vlog/website

•  Include interesting and engaging images, if creating something 
visual

 Allow the learners time to research and plan their activity, using 
notes and information from this session and further online 
research, if possible.

5.  Encourage the learners to present their work to the rest of the 
group and to provide feedback to one another.

TIME REQUIRED
Dependent

MATERIALS
 Computers with internet 

access (optional)

 Staying safe online 
PowerPoint presentation

 Pens and paper or a 
computer (optional - if 
writing an online article)

 Video recording 
equipment (optional - if 
creating a vlog)

 Audio recording 
equipment (optional - if 
creating a podcast)
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ADVISER GUIDANCE
Ensure you receive the correct consent if the learners are filming or 
recording themselves for this activity. Also, if learners are working 
towards the qualification, ensure they provide evidence of their role 
in any group work.

QUALIFICATION 
OPPORTUNITIES
 State what is meant by 

e-safety

 Identify types of online 
threats

 How to protect against 
online threats

 Features that make a 
password secure



 

WRAP UP
ACTIVITY STEPS
1.  Wrap up the session by doing the quiz on slide 23 of the 

supporting presentation.

 Answers: 1 - C, 2 - F, 3 - D, 4 - B, 5 - E, 6 - A

 

2.  Show the learners slide 24 of the supporting presentation. It 
includes helpful e-safety websites and encourages the learners to 
share what they have learnt with their friends and families.

TIME REQUIRED
5-10 minutes
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MATERIALS
 Staying safe online 

supporting PowerPoint 
presentation

 Online safety poster 
(optional)

 Computer with internet 
access (optional)

ADVISER TIP
GetSafeOnline are a great resource, they are the UK’s leading 
source of unbiased, factual and easy-to-understand informa-
tion on online safety and are supported by Tesco. You could 
distribute or stick up the online safety poster that has tips.

3.  Check if the learners have any remaining questions about staying 
safe online and remind them who they can speak to if they have 
any further concerns or questions.

OPTIONAL EXTENSION
If you have extra time and/or your group would enjoy or ben-
efit from further activities, you could show them how easy it 
can be for hackers and cybercriminals to breach people’s and 
company’s online safety.

Visit the activities on the links below. You could get the learn-
ers to do this individually or in pairs on computers, or do them 
as a whole class with one computer.

How to steal a pizza: https://legacy.cyberskillslesson.com/
lesson5/

How to rob a bank: https://legacy.cyberskillslesson.com/
lesson2/

https://legacy.cyberskillslesson.com/lesson5/
https://legacy.cyberskillslesson.com/lesson5/
https://legacy.cyberskillslesson.com/lesson2/
https://legacy.cyberskillslesson.com/lesson2/

